
 
 
Current Fraud attempts 
 
PerioTically Pioneer Bank F TruVW will poVW informaWion on WUe WypeV of frauTulenW communicaWionV our 
cuVWomerV may be Veeing.  TUiV iV noW inWenTeT Wo be a compleWe liVW of frauTulenW communicaWionV you 
may receive buW raWUer an upTaWe of WUe WypeV of frauT we are Veeing WUe moVW. 
 
Smishing - VmarW pUone uVerV are VubjecWeT Wo WexW-baVeT pUiVUing aWWackV for accounW creTenWialV. 
 If you receive a WexW aVking for accounW creTenWialV or any Wype of perVonal informaWionH pleaVe 
To noW reVponT Wo WUe WexW.  Pioneer Bank F TruVW will NNVNR aVk for your informaWion wiWU a WexW anT 
moVW repuWable companieV Uave a Vimilar pracWice. 
 
Malware - SofWware WUaW iV puW on your compuWer or pUone WUaW will forwarT informaWion Wo WUe 
perVon(V) wUo creaWeT anT TiVWribuWeT WUe VofWware allowing WUem Wo receive your perVonal informaWion. 
 PUile WUiV Wype of WUreaW UaV been in exiVWence for quiWe a wUileH WUere iV an increaVe in WUe 
number of malware infecWionV.  In parW WUe increaVe iV aWWribuWable Wo Vocial meTia (FacebookH TwiWWerH 
eWc.) wUere uVerV Veem more willing Wo click on linkV WUaW auWomaWically inVWall WUe VofWware. 
 TUe beVW TefenVe againVW WUiV WUreaW iV Wo Uave anWi-malware VofWware inVWalleT anT kepW currenW.  
You VUoulT alVo uVe cauWion wUen you are online anT aVk yourVelf if WUe informaWion you are Veeing 
makeV VenVe.  Some wayV WUe malware UaV been TiVWribuWeT incluTeV a Vcare WacWic wUere you are WolT 
you Uave an infecWion on your compuWer anT Wo click a link Wo remove iW.  If WUe noWice iV noW from WUe 
anWi-malware or anWi-viruV VofWware you Uave inVWalleT on your compuWerH To noW click on WUe link aV 
moVW likely iW will inVWall malware on your compuWer or pUone. 
 AnoWUer meWUoT being uVeT iV Wo broaTcaVW emailV wiWU WUe Uope WUaW you will click on linkV puW 
inWo WUe email.  Pe Uave Veen emailV WUaW Veem Wo be from WUe IRSH ACH proceVVing organiYaWionVH anT 
financial inVWiWuWionV.  Again a Vcare WacWic may be uVeT WUaW WellV you WUere iV a problem wiWU a paymenW 
or anoWUer WacWic iV Wo Well you Uave money Tue Wo you anT only Uave Wo click WUe link Wo receive iW.  AVk 
yourVelf Uow your email aTTreVV iV known by wUoever WUe email iV VuppoVeTly from.  For exampleH if WUe 
email inTicaWeV iW iV from WUe IRS buW you Uave never given WUe IRS your email aTTreVV Uow woulT WUey 
Uave known your email aTTreVV?  If iW ToeV noW make VenVeH To noW click on any of WUe linkV anT even 
beWWerH To noW open WUe email. 
 
Polymorphic malware - iV a form of malware WUaW iV conVWanWly cUanging WUe way iW lookV Wo anWi-
malware VofWware making iW TifficulW Wo iTenWify iW aV malware. 
 TUiV iV WUe neweVW form of malware anT iV making iW TifficulW for WUe VofWware companieV Wo be 
able Wo iTenWify anT remove iW once iW iV on your compuWer.  Your beVW TefenVe iV Wo uVe WUe precauWionV 
iTenWifieT in WUe malware VecWion Wo never Uave WUe malware on your compuWer. 



 
MoVW WUreaWV can be avoiTeT by applying Vome of WUe common VenVe WacWicV explaineT Uere buW 
occaVionally your compuWer or pUone may be infecWeT wiWU a WUreaW TeVpiWe your beVW efforWV.  Some of 
WUe Well Wale VignV incluTe: 
 Popup winTowV WUaW you TiT noW expecW 
 Your inWerneW iV Vlower WUan iW UaV been 
 Your compuWer iV Vlower WUan iW waV 
 UnexpecWeT iconV on your TeVkWop  
 UnexpecWeT iWemV in your browVerV bookmarkV or favoriWeV 
 Unknown iWemV in WUe VyVWem Wray of your compuWer 
 Unknown programV on your ATTIRemove programV liVW 
 
Become familiar wiWU WUeVe areaV on your compuWer Vo you can iTenWify wUen cUangeV are maTe.  If you 
WUink WUaW VomeWUing juVW iV noW rigUWH run WUe VofWware you Uave inVWalleT on your compuWer Wo cUeck for 
viruVeV anT malware.  If you are noW Vure abouW Vome iWem VUow in one of WUe areaV on WUe liVW aboveH 
VearcU WUe VofWware company you uVe for WUeVe proWecWive VerviceV Wo Vee if WUey Uave iTenWifieT any 
iVVueV wiWU WUe iWem.  If you finT noWUing WUereH VearcU WUe inWerneW for WUe iWem you are noW Vure abouW. 
 
If you VWill VuVpecW VomeWUing juVW iV noW rigUWH TiVconnecW your compuWer from WUe inWerneW anT conVulW a 
profeVVional. 
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